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\...7 Background / Purpose

* In an effort to support CSAM LOB partners with migrating systems
and controls to NIST 800-53 Rev4, a workshop has been developed
to support components with training. The workshop will address

the following topics:
oCapture Current Environment

oLevels of Migration (System vs Control)
oConsideration for Control Set Migration
oMigration Impact to Control Inheritance
oSystem Level Migration & Impacts

oControl Level Migration & Impact
=Post Migration Utilities
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¢ Although the migration process System Reports System Security Plan
archives all of your results we
recom mend: SSP Document Format ® word ) PDF
o To get a snapshot of your systems o oot et 7ot o 11 ® v
current state it is suggested to Control Applicability Al ~
generate a System Security Plan (SSP) Generate SSP

o Generate a Security Assessment
Report (SAR) to capture your latest
testing results

o Security RTM Report

o Common Control Inheritance Report
for a summary of inherited controls .
o Offered Common Control Report for a . | s - —
summary of offered controls

o System Implementation Statements
Query will capture all of your current e

implementation statements.

et
POA&MS =




\...7 Levels of Control Set Migration

* The Department will
enable the new control
set.

* Once enabled, two levels
of migration are required:
oSystem level migration
o Control level migration



\.7 Control Set Migration — System Level

CSAM has the capability to allow systems to straddle multiple control sets.
As a result, organizations may migrate their programs, systems and controls
strategically to the new control set that fits their needs/schedule

* |dentify programs/systems
that offer controls to other
systems (i.e. programs or
parent systems)

* As a strategy consider
migrating from the top
down




/ Control Set Migration — Control Level

Once systems have been identified (and migrated), the next step is to
identify the controls that should be considered for migration.

* |dentify controls that are offered
for inheritance to other systems

* |dentify controls that are fully

applicable; AND '
Ass'ent

* |dentify controls that must be
assessed in the near term (1-2
months).

* As a strategy consider migrating
from the top down

Note: It is highly recommended that Components/Agencies identify controls that are fully inherited
or hybrid, and plan to migrate these controls last. Due to inheritance relationships, the control
should wait to migrate until the offering system(s) have migrated the offered control to NIST 800-53
Revision 4.



Migration Impact to Control Inheritance

e The most beneficial scenario is when the Offering System migrates before
inheriting system.

NIST 800-53 Rev4 IPD
c £ — NIST 800-53 Rev3 Offering System Migrated to
SR PR NIST 800-53 Rev4 IPD
Offering System -—) M Ig;atgs A;C-OZ Offering System Offering System
O heV

AC-02(Rev4)

Automatically
AC'OZ( ReV3) Offered AC'OZ( ReV4)

Inheriting System

Migrates AC-02 Inheriting
to Rev4 System
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Migration Impact to Control Inheritance

* The least effective scenario is when the inheriting system migrates the

NIST 800-53 Rev4 IPD
Current — NIST 800-53 Rev3
. Migrates AC-02 i
Offering System Offering System |2 gto S Offering System

AC-02(Rev4)

Automatically
x Offered
- Migrates AC-02 - AC-02(Rev4)

e Control inheritance will be removed if the inheriting system migrates the control
BEFORE the offering system migrates the control. As a result, further action will be

required by the inheriting system, to re-inherit the control after the offering system
migrates the control to NIST 800-53 Rev4. 8

control BEFORE the offering system migrates the control.

Inheriting System Migrated to
NIST 800-53 Rev4 IPD

AC-02(Rev3)




‘System Level Migration

Agency Default Control Set: NIST 800-53 Rev4

° Once the 800_53 Rev4 |S System Default Control Set: NIST 800-53 Rev3 Cl"ange_

Contrel Set(s) in use: NIST 800-532 Rev3

enabled, system level Conrls mprioContel S

Post-Migration Utilities Offered Controls | Inherited Controls

o
migration can be _
performed.

Financial Info WARNING!
Privacy Inforr| Clicking the button below will change this system's control set from NIST 800-53
® F ro l I l th e CO nt ro I Rev3 to NIST 800-53 Rev4. Any new controls in NIST 800-53 Rev4 that did
FedRAMP

not exist in NIST 800-53 Rev3 will be inserted with applicability based on the
. current RTM Factor values. All existing controls will remain on NIST 800-53 Rev3
IVI a n a ge m e nt p a ge a n Edit until they are migrated individually using the Controls on prior Control Sets link
’ ey | 0N the Control Management page.

Option to Cha nge the | Change System Control Set to NIST 800-63 Revd || Cancel
.
control set will be

provided.

JCSAMCAWeb3_STABLE/Assessments/ChangeSystemSet.aspx?CSAM =D3iMBS 5woB2PkGo2DjMyh7 -grir..,

Important Note: Once a system is migrated to a new control set, the system is NOT ABLE to
migrate back to a previous control set. There is no “roll back” capability for a system if a
system migrates to the NIST 800-53 Revision 4 prematurely.




System Level Migration Impact

Once a system is migrated the following
occurs:

o New controls in the NIST 800-53 Rev4
control set (i.e. the delta from 800-53 Rev3)
become available

= For example, AC-6(9) does not exist in the Rev3
control set. When a system is migrated to NIST
800-53 Rev4, the AC-6(9) control will be made

available.
Financial Information Yes Mo
]
DOJ FY15 Core COﬂtFOlS Stand-Alone System (Mot Networked) [No (no recommendation)

o RTM logic is applied per the NIST baseline =

= New controls are made applicable

ANIST 800-53 Rev4 baseline notes
AC-6(9) is applicable for
moderate and high systems.

QTherefore, when the system is
migrated, the AC-6(9) control will
be listed as applicable for a
moderate or high system and not
applicable for a low system

Agency Default Control Set: NIST 800-53 Rev4
System Default Control Set: NIST 800-53 Rev4
Control Set(s) in use: NIST 800-53 Rev3, MIST 800-53 Rev4
Controls on prier Control Sets: 612
Post-Migration Utilities Offered Controls | Inherited Controls

RTM Factors

Security Categorization Moderate (no information types present)
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Once a system has been migrated to the NIST 800-53 Revision 4 control set, existing controls on the
system from previous control sets (e.g., controls from the NIST 800-53 Revision 3 control set) will be

available for migration. Control Management

Agency Default Control Set: NIST 800-53 Rev4
System Default Control Set: NIST 800-53 Rev4
Control Set(s) in use: NIST 800-53 Rev3, NIST 800-43 Rev4

H Controls on prior Control Sets: 612
CSAM allows for multiple controls to be PO UGN O e Cortrols | Inheried Cozol
migrated at once and/or for controls to —

RTM "5

Switch Selected Controls To Current Control Set ‘

be migrated indiVidua”y. Secu o —-NISSDO 53 Rev3 ation types present)
o . . Bl | Collapse Al i -l Acc;ss C::trol _

Use d |Scret|0n When Conve rtl ng Stan +-”| Awareness and Training
controls to avoid rapid drop in control K e it
i m p I e m e n ta t i O n i "'COn:sll-giti-ozU::I;?:tiﬁ:nn;anag ment Policy and Procedures
Select controls for migration and = 2t e contartn 9
thereafter click the ‘Switch Selected T
Controls to Current Control Set” button. ST

~[”] €M-02(6) - Baseline Configuration (&)

—> 3t Cortnsatn e consl )

Important Note: Once a control is migrated to a new control set, the control is NOT ABLE to
migrate back to a previous control set. There is no “roll back” capability for a control if it is
migrated to the NIST 800-53 Revision 4 prematurely.
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* Once a control is switched to
the Current Control set the
following occurs:

o Control assessment information

is archived.
" Implementation Status is reset to
‘Not Implemented.’
o RTM logic is applied per the
NIST baseline

= Tailored controls may be made
applicable or not-applicable

o Withdrawn (i.e. deprecated)
controls will be archived

o Post-Migration Utilities will be
populated

Control Level Migration Impact

Controls on Prior Control Sets
| Switch Selected Controls Te Current Control Set

=|- NIST 800-53 Rev3

Collapse All

+[@ Access Control

+-| Awareness and Training

+-| Audit and Accountability

+-I7] Security Assessment and Autherization
- M Configuration Management

CM-01 - Configuration Management Policy and Procedures

-|¥] CM-02 - Baseline Configuration

Control Management

Agency Default Control Set: NIST 800-53 Rev4
System Default Control Set: NIST 800-53 Rev4

Control Set(s) in use: NIST 8Q0-53 Rev3, NIST 800-53 Rev4
Controls on prior Control Sets: 608

Post-Migration Utilities Offered Controls | Inherited Controls

RTM Factors

Factor Current Value Recommended
(no information types present)

Moderate

Security Categorization
Financial Information ifes Mo

Stand-Alone System (Mot Networked) | No (no recommendation)

Edit

Important Note: Withdrawn (i.e. deprecated) controls will no longer be accessible through the
CSAM interface, once a control is migrated and effectively withdrawn/deprecated.
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* Post-Migration Utilities
allow systems to migrate
inheritance from previous
control sets.

o Offered Controls
olnherited Controls

* Lets you view inheritance
mapping between control
sets.

Control Management

Agency Default Control Set: NIST 800-53 Rev4
System Default Confrol Set: NIST 800-53 Rev4

Control Set(s) in use: NIST 800-53 Rev3, NIST 800-53 Rev4d
Controls on prior Control Sets: 608
Post-Migration Utilities Offered Controls | Inherited Controls

Security Categorization (no information types p t)
Financial Information No
Stand-alone System (Not Metworked) | No ( mmendation)

Edit
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e Post-Migration Utilities

o Offered Controls:

= Displays controls that were being offered in
the previous control set that have been
migrated to NIST 800-53 Rev4

= List can be exported to Excel/Word

= Apply Updates will automatically add the
NIST 800-53 Rev4 controls listed to the Offer
Control for Inheritance list.

Control Set

MIST 800-53 Revd
MIST 800-53 Revd
MIST 800-53 Rev4
MIST 800-53 Revd
MIST 800-53 Revd
MIST 800-53 Revd
MIST 800-53 Revd

Control
AC-06(9)
AL-06(3)

AU-05(10)
AL-06(10)
AL-06(10)

S1-07(6)
S1-07(6)
S1-07(6)

DIS to be Offered

AC-06(08)
AU-06{08) [01]
AU-08{10) [01]
AU-08{10) [02]
AU-08{10) [03]
S1-07{06) [01]
(0e) [02]

SI1-07(06) [03]

Applicability
Applicable

MNot Applicable (RTM)
Not Applicable (RTM)
Not Applicable (RTM)
Not Applicable (RTM)
Not Applicable (RTM)
Not Applicable (RTM)
Mot Applicable (RTM)

Page: ofl Page size: E|

Control Management “

Agency Default Contrel Set: NIST 800-53 Rev4

Post-Migration Utilities: Offered Controls

System Default Control Set: NIST 800-53 Rev4

Control Set(s) in use: NIST 800-53 Rev3, NIST 800-53 Rev4

Controls on prior Control Sets; S08
Post-Migration Utilitie

RTM Factors

Financial Information

Stand-Alone System (Mot Networked) | No

Edit |

Based on DIS Currently Offered

AU-02(4).01-01

AU-06(%).01-01

AU-06.02-01

AU-06.02-01

AU-06.02-01

AU-10{5).01-01, AU-10(5).01-02
AU-10(5).01-01, AU-10(5).01-02
AU-10(5).01-01, AU-10(5).01-02

Security Categorization Moderate

Yes

Offered Controlg | Inherited Controls

Current Value

Affected Control Groups

Default Control List
Default Control List
Default Centrol List
Default Control List
Default Control List
Default Control List
Default Control List
Default Control List

(no recommendation)

Apply Updates

Cancel

(no information types present)
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Post-Migration Utilities: Offered Controls

o Offered Controls can be exported and saved for
historical purposes

(=D = R I = R B R N T ]

A B Cc D E F
Control Set Control DIS to be Offered Applicability Based on DIS Currently Offered Affected Control Groups
NIST 800-53 Revd AC-06(9) AC-01(09) Applicable AU-02(4).01-01 Default Control List
NIST 800-53 Revd AU-06I8) AU-06(08) [01] Not Applicable (RTM) AU-05(9).01-01 Default Control List
NIST 800-53 Revd AU-06(10) AU-06(10) [01] Not Applicable (RTM) AU-06.02-01 Default Control List
NIST 800-53 Revd AU-06(10) AU-D6(10) [02] Mot Applicable (RTM) AU-06.02-01 Default Control List
NIST 800-53 Revd AU-06(10) AU-D6(10) [03] Mot Applicable (RTM) AU-06.02-01 Default Control List
NIST 800-53 Revd 51-07(6) 51-D7(06) [01] Mot Applicable (RTM) AU-10(5).01-01, AU-10(5).01-02 Default Control List
NIST 800-53 Revd 51-07(6) 51-07(06) [02] Not Applicable (RTM) AU-10(5).01-01, AU-10(5).01-02 Default Control List
NIST 800-53 Revd 51-07(6) 51-07(06) [03] Not Applicable (RTM) AU-10(5).01-01, AU-10(5).01-02 Default Control List
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Post-Migration Utilities: Offered Controls

e Control Set: Displays current control set
* Control: The control that will be offered by the post migration utility (NIST 800-53 Rev4)
* DIS to be Offered: The determine-if-statement (DIS) that will be offered (NIST 800-53 Rev4)

* Applicability: The current control applicability, prior to post migration utility (Applicable, Hybrid, or
N/A)

e Based on DIS Currently Offered: The DIS from the previous control set that was being offered

» Affected Control Groups: The Control Group in which the control/DIS was offered.

E QE @ Page: ofl Page size: Item 1to5of 5
Control Set
NIST B00-53 Reva ) MP-08(02) [01] NGOt AppIcable (R =251 5 B =T =T T
NIST 800-53 Revd MP-04(2) MP-04(02) [02] Nat Applicable (RTM) MP-02{11.01-02 Default Contral List
NIST 800-53 Revd MP-04(2) MP-04(02) [03] Nat Applicable (RTM) MP-02(11.01-02 Default Contral List
NIST 800-53 Revd SI-13(3) S1-13(05) [01) Nat Applicable (RTM) CP-10(5).01-01 Default Contral List
L hSTAnnE3Red S1-13(3) S1-13(05) [02) Nat Applicable (RTM) CP-10(5).01-02 Default Contral List

Apply Updates Cancel

o Apply Updates will automatically offer the listed NIST 800-53 Rev 4
controls/DIS

16



System Identification
Information Types
Locations
Relationships
Appendices
Marratives

Artifacts

Peoints of Contact
User Assignments

System Reporis/Views

Accpcce

Initiate/Manage Assessment Motives

Control Managament
I P Offer Controls for Inheritance I

Select Confrols to Inherit

Control Tailoring
Aszessment Reports/Views

Assessment Search

Controls
Default Control List|63

Name

Select Edit

Post-Migration Utilities: Offered Controls

* After applying the post migration offered control utility, the system’s Offered Controls for
Inheritance page will be populated for the NIST 800-53 Rev4 control set.

gmm_d Offer Controls for Inheritance

Select the Control Set: NIST 800-53 Revd v

Controls that can be inherited by other systems

E:Ea nd All (* denates archived records from prior control set)
[E controls:
[l AC - Access Control
[E AC-06(%) Auditing Use Of Privileged Functions
AC-08{0%9)
I;l AU - Audit and Accountability
[E AU-06(8) Full Text Analysis Of Privileged Commands
AU-06(08) [01]
B AU-06(10) Audit Level Adjustment
AU-06(10) [01]
AU-08(10) [02]
AU-08(10) [03]

& SI - System and Information Integrity

Systems that can inherit Controls from this system

Edit
Expand All B Systems:
[E Office of the Chief Information Officer
HUD TEST System

Sample G55

17



e Post-Migration Utilities
o Inherited Controls:

= Displays controls that were being inherited
in the previous control set, where the
offering system has already migrated the
inherited control to the NIST 800-53 Rev4

= | ist can be exported to Excel/Word

= Apply Updates will automatically inherit the
NIST 800-53 Rev4 controls listed and be
added to the Select Controls to Inherit list.

Page: of1 Page size:

Control Set Control DIS to be Inherited Applicability

NIST 800-53 Revd AC-06(3) AC-06(09) Applicable

| AU-06(10) | AU-06(10) [01] | Not Applicable (RTM)

Post-Migration Utilities:

Based on DIS Currently Inherited

AU-02(41.01-01

Inherited Controls

Control Management

Agency Default Control Set: NIST 800-53 Rev4
System Default Contrel Set: NIST 800-52 Rev4
Control Set(s) in use: NIST 800-53 Rev3, NIST 800-53 Rev4
Controls on prior Control Sets: 526

Post-Migration Utilities Offered Controls ||Inherited Controls

RTM Factors

© g

Current Value

Moderate

Security Categorization (no information types present)

No

Financial Information Yes

Stand-Alone System (Mot Networked) | No

Edit |

(no recommendation)

Item 1 to 4 of 4

Inheritance Source

HUD Training Program

MNIST 800-53 Revd | AU-08.02-0 1 | HUD Training Program
MNIST 800-53 Revd | AL-06{10) | AU-06{10) [02] | Mot Applicable (RThM) | AU-08.02-0 1 | HUD Training Program
el LS00 S Reyd | AU-06(10) | AU-06(10) [03] | Mot Applicable (RTi) | AU-06.02-0 1 | HUD Training Program

Apply Updates

Cancel
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Post-Migration Utilities: Inherited Controls

olnherited Controls can be exported and saved for historical
purposes

Al0D I
A B C D E F
1 Control Set Control DIS to be Inherited Applicability Based on DIS Currently Inherited Inheritance Source
2 |MIST 800-53 Revd AC-06(9) AC-06(09) Applicable AU-02(4).01-01 HUD Training Program
3 MIST 800-53 Reva AU-06(10) AU-06(10) [01] Mot Applicable (RTM) AU-08.02-01 HUD Training Program
4 | NIST 800-53 Revd AU-06({10) AU-D6(10) [02] Mot Applicable (RTM) AU-06.02-01 HUD Training Program
5 | NIST 800-53 Revd AU-06({10) AU-D6(10) [03] Mot Applicable (RTM) AU-06.02-01 HUD Training Program
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7] Post-Migration Utilities: Inherited Controls

* Control Set: Displays current control set

* Control: The control that will be inherited by the post migration utility (NIST 800-53 Rev4)

* DIS to be Inherited: The DIS that will be inherited (NIST 800-53 Rev4)

* Applicability: The current control applicability, prior to post migration utility (Applicable, Hybrid, or N/A)
* Based on DIS Currently Inherited: The DIS from the previous control set that was being inherited

* Inheritance Source: The system, from which, the control/DIS was previously inheriting.

L
E EE @ Page: of 1 Page size: Item 1to 4 ofd4
ontrol Se Applicab Based on D t erited eritance 50
MNIST 800-53 Revd AC-06(9) AC-GE[D?] Applicable AU-02(4).01-01 HUD Training Program
MNIST 800-53 Revd AL-06{10) AU-06{10) [01] Mot Applicable (RThM) AU-08.02-01 HUD Training Program
MNIST 800-53 Revd AL-06{10) AU-06{10) [02] Mot Applicable (RThM) AU-08.02-01 HUD Training Program
MNIST 800-53 Revd AL-06{10) ALU-06{10) [03] Mot Applicable (RThM) AU-08.02-01 HUD Training Program

Apply Updates Cancel

o Apply Updates will automatically inherit the listed NIST 800-53 Rev
4 controls/DIS
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* After applying the post migration inherited control utility, the system’s Select Controls to
Inherit page will be populated for the NIST 800-53 Rev4 control set.

System Overview

System Information

System Identification

Information Types

Locations

Relationships

Appendices

Marratives

Artifacts v
Foints of Contact

User Assignments

System Reports/Views

Initiate/Manage Assessment Motives
Control Management
Offer Controls for Inheritance

| select contrais to innerit | |

Control Tailoring
Assessment Reports/\Views

Assessment Search

POA&MS v

Select Controls to Inherit

|[-Al-

|SElect system to inherit from:

Control Determine If System Control Set Implemented Hybrid

AC-06(08) |HUD Traiing Program|iST 800-53 Reval| |
AU-01 (3)(01)03] HUD Training Pogram|NIST 800-53 Reval| |
0-01 (2)(02){02] HUD Training Program| isT so0-s3 Reval| |
A0-01 (5)(02)102] HUD Training pogram|isT so0-s3 Reval| |
a0-01 (5)(02){02] HUD Training Pogram|isT s00-s3 Reval| |
AU02(5) |HUD Training Program|isT so0-53Reval| |
AU-02(@) |HUD Training Program | isT so0-53 Reval| |
U-02(03) [02] _|HUD Training Pogram|hisT so0-53 Reval| |
A0-03(01) (03] |HUD Training program|isT so0-s3 Reval| |
003 (011 |HUD Training program|isT so0-sa Reval| |

AU-03(1)
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~Control Level Migration: Post-Migration Utilities

o If you do not use Post-Migration Utilities:

= Offered Controls: Users will manually have to Offer Control For

Inheritance, and add newly migrated NIST 800-53 Rev4 controls to an
offered control group.

" |Inherited Controls: Users will manually have to Select Controls to Inherit
and re-inherit the newly migrated NIST 800-53 Rev4 controls

ONote: NIST 800-53 Rev4 controls will only display if the Offering System has
migrated to NIST 800-53 Rev4.

Offer Controls for Inheritance
“... e O -v——-v-vv-—q _‘ Er— "—lo"——"""—q Select Controls to Inherit .

| systei |I'_H1|||Fl 1y
Control Groups | “System Information  ~ N[, system to inherit from: HUD Training Program v
System Identification
ol System Identification Ed Controls that can be inherited from other systems
Information Ty : . tion Ty
niermaton fypes select Edit HUD Inheritance |59 Infarmation Types ' oo
Locations Locations E Controls:
Relationships Relationships NIST 800-53 Revd
_ INIST 80053 Reva | _ =
Appendices Select the Control Set: | NIST 80053 Rev4 Appendices
Marratives Marratives
Artifacts - | Controls that can be inherited hy other systems Artifacts o
Points of Contact dd ) (7 denotes archived records from prior control set) Points of Contact
User Assignments User Assignments

System Reporis/\Views System Reports/Views

Accasements

P —
Initiate/Manage Assessment Motives Initiate/Manage Assessment Motives
Control Management Control Management

I’Of"er Controls for Inheritance ealieLConirols o loberiancs
BEIELt LOMIQNs 10 INNern P Select Cantrols to Inherit

Control Tailoring

Assessment Reports/Views 22



J RTM Impact After Control Level Migration

Applicable controls that have been tailored out will be moved
back to applicable; this allows for re-evaluation.

NIST 800-53 Rev3 Applicable Non Applicable
(Prior to migration)

AC- 18 System Wireless

Migrate System to 800-53 Rev4 ‘

NIST 800-53 Rev4 Applicable Non Applicable
(After migration)

AC- 18 System Wireless EEE—




J RTM Impact After Control Level Migration

Similarly, not applicable controls that have been tailored in will
be moved back to not applicable; this allows for re-evaluation.

NIST 800-53 Rev3 Applicable Non Applicable
(Prior to migration)

AC- 2(6) — Account Management

Migrate System to 800-53 Rev4 ‘

NIST 800-53 Rev4 Applicable Non Applicable
(After migration)

AC- 2(6) — Account Management

——)
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) Implementation Statements

* After the control has been converted, alter the statement if
necessary to align with the new control language.

* NOTE: The Implementation Statement, previously recorded
on the control (in NIST 800-53 Rev3) will remain in-tact and
will be automatically listed as the implementation
statement for the migrated (NIST 800-53 Rev4) control.

' Copy Template
¢ 1 T I - _57‘5‘3 Z U A~ &~ Verdana v|small ~|F

Enter Implementation Statement text here that meets the requirements
described in NIST 800-53 Rev4 version of this control|

Implementation
Statement

Cancel
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* Previous control set

testing results will be

archived

* |n addition, within

each control set each

testing instance is

preserved
|

AC-02.01-01
cable

WD [scozoior v

Control Level Summary

Assessment Results

POA&M:

Previous Control Set

(s)

NIST 800-53 Rev3

Accessing Archived Assessments

Compliance Guidance/Img

Compliance Guidance

Implementation Statement

[Ishow only those requiring Assessment

Bulk Edit

Assessment Objective Potential Assessment

® Examine
Access
Proced
Securit
Inform
Inform
List of
accoun
List of
Notifica
List of
Determine i the following statement(s) have been associz
satisfied. test @ Access
@ Accoun
@ Inform
@
@

REERRE

R e

AC-2

Inform
Other 1
@ Interview
@ Organi
@ Systerr
@ Organi:

@ Organi:
Autom;

AC-02 (a)[01]
Applicable

The organization defines information system accounts types to be identified

Details
and selected to support organizational missions/business functions.

NIST 800-53 Rev3 - Instance 2: ** ARCHIVED TEST ™
NIST 800-53 Rev3 - Instance 1: ** ARCHIVED TEST ™
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